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‘a OPPORTUNISTIC SENSING OF HUMAN AUTONOMY ey conm

INTERACTIONS FOR INTELLIGENT WEAPONS SYSTEMS A

* Big Army Picture
— Develop intelligent fire control systems with enhanced target acquisition
and situational awareness capabilities to enhance Soldier lethality with
individual weapons.

* Big Problem
— Current Al implementations (in general) for small arms are brittle and
narrowly-defined.

« Example: Aided Target Recognition (AiTR) can break when encountering
untrained-for scenarios or adversaries change appearance or tactics.
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— These intelligent fire control systems rely on accurate and robust AiTR. ’ MR
« Can’t hit what it can’t see. _-mé*l“m
. . . WeaQo
— AITR requires large amounts of relevant and accurately labeled data. -

— Obtaining relevant and labeled military data is extremely difficult.

Augmented
Aim Weapon

» Slow and resource intensive model development and deployment process. R o
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ZS OPPORTUNISTIC SENSING OF HUMAN AUTONOMY

DENVCOM
INTERACTIONS FOR INTELLIGENT WEAPONS SYSTEMS [oevee

 Program Objectives

— Address performance gaps in small arms fire control by investigating
novel human-in-the-loop mechanisms for adapting aided target
recognition.

* Opportunistic Sensing
— Obtaining operational data required for Al/ML algorithms from tasks the
operator is already doing, without negatively affecting performance on
those tasks or requiring any additional tasks (Lance, et. al. 2020).
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« Improving Small Arms Al through Opportunistic | : “" B e X
Sensing - ; e ¥
1. Stabilizing tracking algorithms with multi-sensor fusion _.'lntei\n;'vg‘e’n't“s:ma
2. Un-obtrusively collecting in-field data for rapid labeling and model S -
integration <P N o/
3. Reduce data requirements for model development : Augmented
4. Human-autonomy teaming approaches for mixed-squad small arms i L C g imegntion

- Component
-

ecosystems. e
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« Can we distinguish P iy
operationally-relevant Soldier- / By fusing real-time, opportunistically sensed data derived from Soldier \

weapon behaviors without behavior during relevant military operations with Al/ML algorithms, we may
adding weight or attentional improve Aided Target Recognition (AiTR). AITR Sensor Suite

—
-

burdens?
HOW C.an we Ieverage these / Simulated Rifle S R \\‘ Magnetometer ER Caniara
behaviors? : Optic e - 2x IMUs R
i Magnetometer \ . —- ! Butt Stock Sensor
Mimic human activity recognition | o |

.

Target Detection
/ Tracking

(HAR) and eye-tracking research.

' | ApisIMU GPS !
i Butt Stock Sensor ;
A

Sensor

HAR — using IMU suite to classify
body movement and actions

Predict

(e
)

Eye-Tracking Methodologies —

1. Saccade - transitioning aim
between targets Update

2. Smooth Pursuit — aim point @
tracking moving target

. /
3. Fixation — static aim at \ Instrumentation by ARL Sensors and Improved AITR based on IMU /
stationary target R Electron Devices Directorate (SEDD) and EO/IR i

o -
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classification demonstrated.
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Soldier tracking E-sil

» Upper left — barrel mounted
FLIR POV with behavior
classification

* Lower left — stand off
perspective of Soldier

LeftRight Onentzticn

* Upper right — synchronized
IMU data streams

» Upper left — Orientation data
stream derived by IMU and
magnetometer
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‘a OPPORTUNISTIC SENSING FOR IMPROVED HUMAN-AGENT

DEvVCOM
INTERACTIONS [CEevCe

1. Stabilizing tracking algorithms with multi-sensor fusion

2. Un-obtrusively collecting in-field data for rapid labeling and model
integration

3. Reduce data requirements for model development

4. Human-autonomy teaming approaches for mixed-squad small arms
ecosystems.
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i Z; STABILIZE TRACKING ALGORITHMS WITH v con
MULTI-SENSOR FUSION AL

Classifier + IMU

* Locks bounding box to last known
target position within environment

Classifier + Human Tracking

* Locks bounding box to last known
target position within camera frame
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* ZF IN-FIELD DATA FOR RAPID LABELING AND MODEL INTEGRATION I
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(UsaRmY) (AD-HOC LEARNING) AT

rospy.is_shutdown():

train frame = self.q.get({block=False)
if train frame is not None and train == T

colored img = copy.copy{train frame)

_, box, mask = self.segmentor.detect esill{train_frame)
self.segmentor.color_esill(colored img, mask]}

train = False
pt queue.Empty:
train frame = MNone

self.trainer.train sample(colored img)

frame = self.im g.get(block=False)
if frame is not None:
detect frame = ImageSegmentation.zoom and crop(frame, zoom size=64)

boxes, scores, classes = self.esill detector.detect(
detert frame Tr

TERMINAL

[INFO] [1635925014.939645]: esill detected 115
[INFO] [1635925015.601684]: esill detected 116
[INFO] [1635925015.681870]: esill detected 117
[INFO] [1635925016.054995]: esill detected 118
[INFO] [1635925018.991549]: esill detected 119
“C[monitor_node-3] killing on exit
[esill detection node-1] killing on exit
[classification node-2] killing on exit
shutting down processing monitor...

shutting down processing monitor complete
done
rooti@osben-desktop:
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?s REDUCE DATA REQUIREMENTS FOR MODEL DEVELOPMENT

— (FORCE ON FORCE DATA COLLECTION METHODS) DEy.com

LABORATORY

Opportunistically collect data during more dynamic target engagement scenarios with commercially available technology to improve AiTR

algorithms.
Mounted
R e TS S e

Dismounted

Dismounted Force on Force Scenario
* FN America VictoR EO and IMU
« MCOE Maneuver Battle Lab STP

Mounted Force on Force during NTC OPFOR - X
» Establishing data pipeline to collect EO/IO and behavioral data 30’ 000 frames 2> 3’ 000 frames "”'I
using QinetiQ Inc’s Target Engagement Video Capture System.

Transitioning data to partners for target model development, AAR
development, and system development.
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‘a HUMAN-AUTONOMY TEAMING APPROACHES FOR MIXED-

SQUAD SMALL ARMS ECOSYSTEMS Devcon

Can we demonstrate human-autonomy teaming Wind Estimation Use Case

approaches?
* Wind is a large unknown factor in ballistic kernel

calculations.

— No current automated implementation to correct
aim point (can be done by hand or by intuition).

29 MARKED

e Decision Dominance for MDO Use Case

\ TARGETe
R (218 4m ‘w‘v,»
Wird
3 km/

» Aggregating emergent Soldier and squad-level
behaviors and distributing to decision making Al
tools could increase echelon SA.

Th'reat
OBSCURED

— Currently only limited behavioral and environmental
cues are being implemented.
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AUTONOMOUS SYSTEM FOR HUMAN-AUTONOMY TEAMING
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SHARING HUMAN-DERIVED OPERATIONAL CONTEXT WITH

HAI2SW Interface

Current Status:

[DEVCOM

ARMY RESEARCH
LABORATORY

Weapon Orientation
1.0
Y @ & > @
trash :
fl - Orientation -
FPS: 26.64 (0.035)
Infer: 64.03 (0.016)
' 3 : Wind Estimation
i 2 2 $ % %
)1
E @ = & % o
e
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MIXED HUMAN-AI ECOSYSTEMS FOR MULTI DOMAIN [CEvCcom

OPERATION S

Autonomy, Cross-Reality Operating Picture, Optempo Learning Information Sciences (ACROPOLIS) is a tech
demonstrator of lower TRL advanced technologies and human agent interfaces to enable situational understanding and target
acquisition for dismounted squads/reconnaissance elements feeding into the company-level operating centers.

Autonomous

Ground Vehicle loT Devices & Sensors UAS 1 UAS 2
s : :' ATR through Al/ML and sensor fusion
- - T i— ‘

- Data routed, federated,
and visualized at the
Command Post

Al-Enabled optics
identifies targets

g y = 2 =3 .
Information displayed in

Primary Site k tactical XR ystms

. T TN
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‘a OPPORTUNISTIC SENSING FOR IMPROVED HUMAN-AGENT

DEvVCOM
INTERACTIONS [CEevCe

1. Stabilizing tracking algorithms with multi-sensor fusion

2. Un-obtrusively collecting in-field data for rapid labeling and model
integration

3. Reduce data requirements for model development

4. Human-autonomy teaming approaches for mixed-squad small arms
ecosystems.
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TAKEAWAYS AND FUTURE EFFORTS [DEVCOM
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By deriving Soldier-weapon interaction behaviors using opportunistic sensing, we can

1. fill fail-case gaps in current AiTR technologies.

2. provide Al technologies context for enhanced learning and model development.

Near Term Efforts

l| Methodologies for
assessing human-AiTR
effectiveness

» Assess trade-off between performance metrics with these
new intelligent weapon AiTR technologies.

* Incorporate other opportunistic sensing modalities (e.g.,
eye-tracking in HUDs) for expanding applications.

« Establish novel processes for efficient collection and
labeling of data obtained from Force on Force operational
scenario.
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Back up slides
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‘a APPROACHES FOR CHARACTERIZING HUMAN PERFORMANCE I

EvVCOM
(a0 WITH NEXT-GEN FIRE CONTROL A Ls

How do you effectively transfer the capabilities of the aim augmentation systems to the Soldier and assess its impact on lethality and probability of
hit. A large portion of the error budget in marksmanship is still human error.

Objective - Develop approach to assess effects of aim augmentation fire control and ATR visualization using an augmented trigger system to
systematically alter tolerance based on relevant engagement profiles and engagement time.

Outcome - Predict tradeoffs between how precise the aim augmentation is (area on target that will activate the release) and performance to inform
implementation in next-gen fire control

Trigger Activation Algorithm 1
AruCo Markers and weapon mounted camera allow for Triger Activtion Criteia (TAC) = TAZ edge detection

simulation of ATR and ground truth of target location il

Target Trigger
(Esil) > Activation

\@Z"i‘f’ 10"-0sec—LtoR
Correctly classified target n .
(ground truth: threat (red), o Osec—-LtoR

highlight: threat). Aim point
will result in missed target,
as indicated by red crosshair

Enter Zone & Triggered
Exit Zone

Shot Hit

Aim Trace Out of Zone
Aim Trace After Shot

11 @ 4

Trigger Activation Algorithm 2
Trigger Activation Criteria (TAC) = TAZ area dwell time

¥ ’?1‘-,.'_

Target Trigger
(Esil) » Activation

Zone (TAZ)
Correctly classified target,
using different ATR
visualization method. Aim
point optimized for center

mass hit, as indicated by Ll
green crosshair Duel Acieved & Trigered
Shot Hit

Airg Tr:\ce Out of Zone

Aim Trace In Zone
Aim Trace After Shot

5 -05sec—-RtolL

10"—-0sec—-RtoL

111 o9& @ +
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